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Why does India need bioremediation?

What are the two different types of hioremediation? How is traditional microbiology combined with cotting-edge biotechnology? Has the government initiated
schemes to further bioremediation programmes? Whist are some of the challenges the country faces with respect to adoption of such technologies?

EXPLAINER

Shambhavi Nalk

The story so far:
wman waste 15 leading toa
wark] where access to clean
air, water and sod is becoming
increasingly difficult. The
salutian s two-pronged ~ reduce wasie
and cean up the waste already made.

What is bloremediation?
Bioremedaton literally means “ressoring
life throwgh bealogy.” & harnesses
microorganisms such as bacteria, fungs,
algae and plants to sequestes of transform
toxic substances such as ail, pestcides,
plastics, or heavy metals. These
arganisms metabolise these pollutants as
food, breaking them down into harmless
by-products s water, carbon
dioxide, or orgamic acids. In some cases,
they can convert toxic metaks mito less
dangerous farms thae no longer keach mto
the soil or groundwater.

‘There are two broad types of
bior d in situ by
where treatment happens directly x the
contanamased ste such as when ail-eating
bactera is sprayed on an ocean spill; or
ex situ hioremediation, where
contammated soil or water i removed,
treated in 2 controlled facility, and
resurned once deaned.

Modern biccemedaton combines
traditcnal microbialogy with cutting-edge
biotechnaodogy. New biotechnologies are
enabling humans o gin unprecedensed
insight into bology, allowing them to
wdentfy biomelecules with useful
charactenstics. These techmologies akso
allow hwmams to replicate bicemalecudes
undes deswred condsons of wse, such as
in sewage plants or agricultural lands. For
example, genetically modified (GM)
micrabes are designed to degrade tough
chemicals like plastics or oil resdues that
natural speces struggle wrh.

d

Why does India need it?

India’s rapad industralisation has come a

Mew methods: Garbige biirg dump

a heavy environmeental cost. Although
pollution has been reducng, nvers such
as the Ganga and Yamuna recene
untreated sewage and industrial efffuents
caddy. Oil leaks, pestxcide resadues, and
metal contamsnanion threaten both
ecasystems and public health.

Tradeional deanup technologies are
expensne, ensgyintensive, and often
create secondary pollution.
Bioremediation offers a cheapes, scalable,
and sustaimable akernative, especally n a
country where vast stretches of land and
water are affected but resources for
remediation are limsted. Moreover, India's
diverse biodiversay is a huge advantage
Indgenoes microbes adapted ta Jocal
conxlitions, such as bagh temperatures ar
salirety, can cutperform smported strains.

Where does India stand today?
Bioremediation = gaming traction in
Inda, though still largely m pilot phases.
The Department of Biotechnology (DET)

e MtLanaganahall la

has supported several peojects through xs
Clean ‘Technology Programine,
encouragng partnershaps besween
universities, public research institutions,
and mdustries.

The CSIR-Natianal Environmental
Engineering Research Institute has a
mandate 1o propase and smplement
programmes refated to becremechiation.
Researchers at the Indan Insttute of
Technalogy huve experimented witha

I marerial d from
catsan that cam be used to mop up cd
spilks and others have identified bactera
that can cansume toxic pallutants i soils.

Startups are also entering the space.
Farms like Baotech Consortium India
Lamited (BCIL) and Ecomrmal Biotech
offer microbml foemulations for sod and
Wastewater treament.

However, widespread adoption faces
challenges such as a lack of site-specific
knowledge and the complex nature of
pollutants, and a hick of unified

bioremedaton standards.

What are other countries doing?
Japan incegrates micrabial and
plane-based deanup systems mto its
urban waste strategy. The Earopean
Unson funds cross-<country progects that
use macrobes to tackle ol spills and
restore mineng sites. China has made
bioremedaton a priarity under s soil
poliution control framewark, using
genenically improved bactera to restoce
inchustrial wasselands.

‘The opportunities for Inda are
immense. Bloremediation can belp
restoce rivers, reclaim land, and clean
inclustrial sites, while creating jobs in
biosechnalogy, enviranmersal corsulting,
and waste management. It can also
insegrate with the government’s Swachh
Bharat Mession, Namans Gange, and
other green technology mitiatives.

What are the risks?

The mtroduction of genetically modified
organisms mio open environments need
to be strictly manitared to prevent
unintended ecological effects. Imdequate
testing of poor containment can crease
fresh problems while solving old ones.
Public engagemers wil be necessary o
allow the smocth adoption of new
technodogees. India will need new
biosafety guidelines, certification systems,
and traned persannel to scale this
technology resporssbly.

What next?
Firsz, there 1s a need to develop national
standards for bioremediation protocals
and microbal applications. Second,
buiiding regional bioremediation hubs
linking universitses, industries, and Jocal
governments would enable bester
understanding of Jocal issues and
identifying approprate technologies foe
their resolution. Fmally, publbc
engagement would raise awareness tha
macrobes can be allies, not threats, in
environmental restoration.

Shambhaw Naik is chafrperson,
Takshashila ncimution’s Health & Lie
Saences Folicy.
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Bioremediation in India: Opportunities, Challenges and

the Way Forward
( Bioremediation )
O Human activity has generated unprecedented levels of ! | )
pollution in air, water, and soil. N ==
Bioremediation Bioremediation
: : : : I '
O As conventional clean-up technologies remain expensive { l v v
and energy-intensive, bioremediation—the use of living [ s ] | Wi ] [ Bt ] [ Wi
organisms to detoxify polluted environments—has L
. o o —» Biosparging Bioreactor — Biopiling
emerged as an efficient and sustainable alternative. e I i
ioventing
— Bioslurping :: (;::;-::)::ing
O For a rapidly industrialising nation like India, with large —> Biostimulation
polluted ecosystems and limited remediation resources, [ ——

Natural attenuation

bioremediation offers transformative potential.




What is Bioremediation?

Bioremediation refers to using microorganisms—bacteria, fungi, algae, and plants—to degrade or
immobilise toxic substances such as oil, heavy metals, pesticides, plastics, and industrial effluents.

These organisms metabolise pollutants as food, converting them into harmless substances like water,
CO,, and organic acids. In some cases, microbes transform toxic metals into less mobile, less harmful
forms.

Types of Bioremediation

1. In situ bioremediation — Treatment at the contaminated site itself.
Example: Spraying oil-degrading bacteria directly on marine oil spills.

2.Ex situ bioremediation — Removal of contaminated soil or water, treatment in a controlled
environment, and later restoration.




Role of Biotechnology

Modern bioremediation integrates microbiology with biotechnology. Genetically modified
(GM) microbes are increasingly used to break down persistent pollutants like plastics and
industrial oils, which natural species cannot effectively degrade.

Why India Needs Bioremediation

1. Heavy Pollution Load

India’s rapid industrialisation has resulted in:

 Untreated sewage and industrial effluents entering rivers such as the Ganga and Yamuna.

« Frequent oil leaks, pesticide accumulation, and heavy metal contamination affecting
agricultural soils and groundwater.

Traditional remediation methods often produce secondary pollution, consume high energy,
and are expensive—making them unsuitable for large-scale use.




2. Cost-Effective and Scalable BIOREMEDIATION

Bioremediation offers: { y
« Low operational costs
« Minimal energy requirement

« Scalability for large polluted areas

This makes it ideal for a resource-constrained country with
extensive contamination.

3. Unique Biodiversity Advantage

India’s diverse climatic zones support a rich microbial
ecosystem. Indigenous microbes, adapted to high
temperatures or salinity, often outperform imported species in sacTema
detoxifying local pollutants.

shutterstr.ck




Current Status of Bioremediation in India

Though still in early stages, bioremediation is gaining traction through government, research, and
private sector initiatives.

Government and Institutional Efforts

« The Department of Biotechnology (DBT) supports several projects under its Clean
Technology Programme, linking academia with industry.

« CSIR-National Environmental Engineering Research Institute (NEERI) plays a central role
in designing and implementing large-scale bioremediation solutions.

Research Innovations
o IIT researchers have developed cotton-based nanocomposites capable of absorbing oil spills.

« Indian scientists have isolated bacteria capable of degrading toxic soil pollutants.




Risks and Concerns
o Introduction of GM microbes can disrupt indigenous ecosystems if not properly monitored.

« Lack of robust biosafety guidelines, standardised protocols, and trained personnel increases risk.
o Public mistrust in microbial technologies can impede adoption.

Way Forward

1. Establish national bioremediation standards for microbial application, monitoring, and safety.
2. Create regional bioremediation hubs integrating universities, industries, and local governments.
3.Strengthen biosafety mechanisms with certification, rigorous testing, and regulatory reforms.

4.Promote public engagement to build awareness about the benefits and safety of microbe-based
technologies.

5.Integrate bioremediation into national missions like Swachh Bharat, Namami Gange, and Smart Cities.




Can India become self-reliant
in REE production?

Hiow s Chiina using its diominance over rare carth dhements as a geopolitical strategy?

V. Nivedita

The stary so fan
he Lnion Cabinet has approved
a £, 280-crore scheme to
marufacture mre sarth
rerAnent magnets
domes ;'.1III:. - The scheme would facilitae
ther creation of integrased Rare Earth
Permanent Magnet (REPM)
mamnsaciuring facilies, irvolving the
coaversion of rare earth aodess i metals,
metals o alloys, and alioys o fnished
REPMs. This announcement cames & 2
timie when China's expor comirols are
squerzing global supply chains.

What is extent of China’s dominance?
Hare earth elements (REEs), a group of 17
murserls, are ool for ther bigh
density, melting paint ard concuctivity.
‘They are moderately abundant, b hard
i mract eommomically amd sustaimbly
hina built ghobal supremacy in this

sector by comirolling $0% of global REE
processing and 70% of production,
despite holding cmby 300% o global

rezerves. In April, China impossd expart
restrictions o seven rare sarth elemenis
ard finished magrets, in a bad to counper
the trade war. This hit many se 5,
especially the aubomokule: 2
makers ane the worst hit,” sad Pranay
Kntasthane, depuaty direceor af
“Talkshashila Insteuian.

Though Chira's congrols come amid a
brnader reshaping of glabal trade due o
L&, President Danald Trump's taritfs,

il y are not rew. In 2004, Rejing
mmpeeed export quotas on REEs which
s serapped after it los a World Trade
Organssaton case brought by the U5, and
wihers in 205, “China realised that this s
samething whech it can play in crder to
achieve its geopalitica sirategic and
geneconamic ohjectves. They plaved the
same playhook in 2000 whale restricting
the expart of graphive. In 2021, they

staried an export licensmg phn m whech
they started resricting the supplies o
certain industmzs.” O, Kam Singh,
Professar (1B}, Head iC00E), Ieddian
Insimute of Foreign Trade, explaired.

Why is India foousing on REEs?
Indm’s fonss on KEEs is driven by its
amkitiors m eleciric mobilicy, renewsble
energy, electronics manufacturmg and
defence. These indusimnes depend hevily
om rare earth magnets and oomponents.
The country imparted over 53,000
sonres of KEE magnets in FY
despiie ||.'n1_|';.' 4% of the workd's
REE reserves — mainly in manazmbe sands
aoross Andhra Pradesh, Odssha, Tamil
teadu and Kerala. Yet, India produces bess
than 1% af global canpat. To fix this, the
BT it urched the €16, 200 crore
Mratzonal Critica eral Mission m
Jaruary, with a sotal outay of €34 300
crare spread over seven years, oo achieve
self-rehance. The mission focuses on

exploration, processing, and recveling
memerals like ithivm, cobalt, and rane
earths. To boost domestic produchon, the
povermment bas ned mew mireng
ks and is smating private comparies
i e e i exploraiion and
processing. *This secor was diosed s the
prmvaie secior unil Augast 2003 and
hence is a new dommain. China's
restricizoms will help generate inserest
among private players,” br. Kotasthane
sitil. However, be pam mat caily a
handfid of exploration beenes wene
hardesd gut. “The stumbling b i
povermment regulations and contral.
Ueregulatng all segments of this supphy
chain, fast-tracking smiroomental
regulations, and funding exploraimon
progecs o reduce minrmation
asymumetry is crucial,” be said.

Dir. Singh castiored that Irsdia sill bcks|
refinrg infrastructure, skilled labour amd
inmmvatuon capacity. He also poinied out
that don marmifacouneg would take

long pestation

*The good theng is that Indhia ism% ina
particularly bad pasiion,” br. Kotastbanes
sarid, pramitireg ount that India's manazbe
sands bave several lighit rare sarths,
includmg Neodymium, wivich are used m
mag “Several comparies have plirs
to substantally increase capacity in the
rare earth magnet recycling space fram
end-aflife electrome devices and
applances,” be added.
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« Indian Economy and issues relating to

planning, mobilization, of resources,
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India’s Push for Rare Earth Self-Reliance: SEVENTEEN RARE EARTH ELEMENTS

Rare Discovery Atomic name Light/heavy Critical/

earth name year & number REE Uncritical
. . Yttrium 1788
QO Rare Earth Elements (REEs), comprising 17 critical Cerium 1803
minerals, are indispensable for modern technologies Lanthanum 1839

. . . o Erbi 1842 Er-68 H Critical

due to their exceptional magnetic strength, high sl —
conductivity, and thermal resistance. Veterbium 1878
Holmium 1878
: : Scandium 1879
O They are central to elect1.~1c vehicles (EVs), re{levx{able e a7
energy systems, electronics, and defence applications. Thulium 1879
Praseodymium 1885
o Neodymium L Nd60 |
O India’s recent approval of a ¥7,280-crore scheme to vt 856
manufacture Rare Earth Permanent Magnets Europium 1886
(REPMSs) marKks a significant step toward reducing Gadolinium 1886
. . . oy Lutetium 1907 Lu-71 Heavy xcessive
import dependence and enhancing strategic resilience. oromethium = .
Source: Author @




. . . CHINA
China’s Dominance in the Global Rare B N E e THE

Earth Ecosystem sggggg;gﬁr OF
ELEMENTS

China has built an overwhelming presence e o

across the REE value chain: . |

1. Control Over Production and Processing > \

* 90% of global REE processing

« 70% of global REE production

 Holds only 30% of global reserves, yet
dominates through early investments and
low-cost extraction.

11.6%
United States

Source: Statista




INDIA IMPORTED

o . 9,729 TONNES
2, Weaponisation of Supply Chains OF RARE EARTH
ELEMENTS
. .. (2019-20 TO 2023-24)
China has frequently leveraged REEs as geopolitical tools:
0 1,000 2,000 3,000 4,000 5000 6,000
China: | 6,454
« 2009: Export quotas led to a WTO dispute; China lost the RJ:':: | ;f:
. u 5
case 1n 2015' Korea: : 422
« 2020: Export restrictions on graphite. Others: = 390
« 2021: Export licensing to curb supplies to select industries. rongrora | 2
« 2024: New restrictions on seven REEs and finished Monaois: : 60
magnets, severely impacting EV and electronics sectors Germany: 59
loball USAil | o8
3 Y- France: | 33
Singapore: | 20
As noted by analysts, EV manufacturers are the “worst Swedbn: | (110
hit”, demonstrating the vulnerability of high-tech industries B e i tonnes.
to China’s policy decisions. I iercion 02002025




Why India Is Focusing on Rare Earths

1. Growing Industrial Requirements

India aims to scale sectors heavily reliant on REEs:
+ Electric mobility and batteries

« Wind turbines and solar technologies

« Defence systems (missiles, radars)

« Consumer electronics manufacturing

Despite holding 8% of world REE reserves, India imports over 53,000 metric tonnes of REE
magnets (FY 2024—25), contributing to strategic vulnerability.

2. Policy Initiatives

 National Critical Mineral Mission (334,300 crore) over seven years for exploration, processing,
and recycling of lithium, cobalt, and REEs.

 Opening the REE sector to private players (post-Aug 2023)—a major structural shift.

 Auctioning new mining blocks and promoting recycling of magnets from end-of-life electronics.




Challenges for India

1. Lack of Refining and Processing Infrastructure
India produces less than 1% of global REE output, largely
due to limited refining capacity.

2. Regulatory and Institutional Constraints

« Slow environmental clearances

« Limited exploration licences

 High government control leading to investor hesitancy

3. Technological and Skill Gaps

REE value chains require:

« Specialised metallurgical expertise

 High-end chemical processing

« Long gestation periods and high capital investments

India has discovered 7.23 million
tonnes of rare earth reserves,

estimated to be worth $360 billion

EHRINDLA




Way Forward

« Deregulate and incentivise private sector participation
across mining and refining.

« Develop REE clusters integrating mining, metal
extraction, alloying, and magnet manufacturing.

« Promote recycling, where Indian firms are already scaling
capacity.

« Invest in R&D to develop cost-effective and sustainable
extraction techniques (e.g., ionic-clay extraction, solvent
extraction).

Thiruvananthapura
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SC gives CBI free hand to
stop ‘digital arrest’ scams

It savs every tvpe of scam defrauding victims, especally senior citizens, needs to be investigated:

court directly ordering CBL overriding state consent. to conduct probe is an extraordinary step

Krishnadas Rajagopal

NEW DELHI

he Supreme Court
on Monday tasked
the Certral Bureau

of Investigation with crack-
ing down on ‘digital arrest”
scanzmers and their asso
clates, gving the agency a
“free hand” to launch an
angi-carruption probe mto
bankers uwolved in the
opening of mule accounts
linked to cybercranes.

A Bench of the Cheef jus-
tice of Incha Surya Kant
and Justice Jovmalya Bag:
chi foamd “enough was
enough”, and held that
‘dagmal arvest’ scams re
quired the immediace at
tentson of the CBL. A note
provided by the Centre in
the court showed that
£3,000 crore had already
been scamamed by fraud
sters fram victims, mostly

Tough action

The Supreme Court has avkad the Contnal Sureay of
Investigation (CBI} 10 crack cown on 'digital arrest’ scammers

‘,' | CATEGORILS OF CY

| SCAMS | DENTIFIED BY SC |

= Digal arrests: Victms ace made 1o beleve gavermment
wathodties are entithed to thelr hard-wered moowy, and they
are subjected % coencive a0%s of estortion

= [ reastrment scares: Victims dre lured by attractav imestrent
schemes t0 deposk lwge amounts, bul everdualy o

e duped of the morey. The beadilers con-

e to con @ Meert termingbagies to dupe

victima [ n sore of the canes, the motsy is

oughtin the name of ‘advance tas’

= Part-thme joba: Wotims are pakd for %ooe L

rasks' The positive reviews or watching
YouTue. They ace Later made 1o pey
Muge amownts Sar presiam tashs’

dramn from the elderly
population, through ‘digi
tal arrests’.

“There is no second opi
nion that every type of cy
berscam defranding  vic
tims, especially  sensor
citizens, 15 required to be

TL . 1
: q:‘:! — i
mvestigated. The CBE shall
mvestigate first the digial
arrest scams, Octher types
af cyberscams |Fandulens
mvestments, promise of
part-tune jobs| can came
m the second and third
stages.” the court cbeerved

in the order. The court di
rectly ordenng the CBI,
overtiding state consent,
to conduct 2 pan-indma
peobe and  hunt  down
scammers s an extraondm
ary step. It cannot arder
the CRY, except when com
pelled by  exceptional
crcumstances.

Bihar, Tamil Nadu, Kar
nataka, Kerala, West Ben
gal. Madhya Pradesh, Leta
rakhand, Rajasthan,
Punjab, Maharashtra,
Meghalaya, Tharkhand,
and Trapura have been di
rected to accord consent to
the CBI under Section & of
the Delln Special Pabce Es
tabishment Act to mvesti
gate ‘digntal arrest’ cases
under the Informanan
Technology Act, 2000 in
thear jurssdictions.

CONTINULD ON
#PAGE 10
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communication networks, role of
media and social networking sites in
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of cyber security; money-
laundering and its prevention.
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Digital Arrest Scams in India: Growing Threat and

Institutional Response ‘DIGITAL ARREST’
What exactly is ‘Digital arrest’?

O Digital arrest scams have emerged as one of India’s

most alarming cyber frauds, exploiting public fear,

technological vulnerabilities, and weak regulatory nd pose as |a

enforcement.

officials,

O With over *3,000 crore already siphoned from Sivethreats o' M

victims—primarily senior citizens—the Supreme Court

has termed the situation “enough is enough,” | V4

mandating an unprecedented pan-India CBI

mvestigation.




What Are Digital Arrest Scams?

These scams involve fraudsters impersonating law-enforcement officials or regulatory agencies.
Victims are coerced into believing they are involved in criminal activity and are threatened with
immediate “digital arrest”, where scammers force them to stay on video calls for hours while
extorting money through digital payments.

How It Works (Example)

A typical case involves:
A scammer posing as a police officer from another State.
 Fake FIRs, fabricated video calls, or doctored police IDs.

« Pressure on the victim to transfer money to “verification accounts”—usually mule accounts
opened fraudulently.

Elderly citizens are disproportionately targeted due to fear and unfamiliarity with digital
processes.




‘DIGITAL ARREST’ ‘DIGITAL ARREST’

GRAPHICS GRAPHICS

Modus Operandi of Fraudsters (1/2) Modus Operandi of Fraudsters (2/2)

Victim receives a call, demand for money

‘Digital Arrest’
remain visually

illegal available

Y/ -
known
end up sending




Judicial Intervention and CBI Mandate

The Supreme Court, invoking extraordinary circumstances, has:

« Directed the CBI to investigate digital arrest scams as the first priority.

 Ordered States (including TN, Karnataka, Kerala, Maharashtra, WB, MP, Punjab, Jharkhand,
etc.) to grant consent under Section 6 of the Delhi Special Police Establishment Act.

« Allowed the CBI to form a national team of police officers and domain experts.

Use of Technology and International Coordination

« The Court tasked the RBI with explaining how AI/ML tools can detect fund “layering” across
multiple accounts.

 The CBI must coordinate with Interpol to trace foreign-based cybercrime hubs.
« Under the IT Rules 2021, online intermediaries must assist by sharing relevant data.




Sanchar Saathi app must be
pre-installed on phones: DoT

1tmust be installed on devices sold from March, govt eells phone makers: move will help saleguard

people from buying non-genuine handsets and enable casy reporting of telecom resource misuse

Aroon Deep
NEW DELHI

he Deparument of
Telecommunaca
pans  (BoT) o

Maonday ordered smart
phone manufacturers to
preinstall  the  Sanchar
Saaths app on new devices
sald from March 2026, and
to make sure “tha [the
app's| functonalities are
not deabled or restricted”.

The Hindu has viewed a
copy of the directions. The
Sanchar Saatht app will be
used to “verify authensic
ty of IMEls used s mobile
devices,” the order said. It
s unchear if the app will
have access to the IMEI
number of devices it is pre
mstalled on, or if users will
have to mpu the hardware
wlentitier oo their owm,

In a statement, the Dot
saxd the move was meant
to “safeguard the arizens
from buymg the non-ge-
nuine handsets, emabling
easy reporting of suspect
ed misuse of telecom re
sources and to morease of
fectiveness of the Sanchar
Saaths mitiative”. The San
char Saathi app, first intro
duced as a portal in 2023,
has been used to report
scam calls, enable users to

Secure system

The Government has issued 3 directive 1o mobie phone
manufacturers as part of a crackdown on teecom scams

= The DoT order nequires.
pre-nsalatien of Sanchar
Sart™ app on all new phones

= For devios Sl aw
In the market, the agp
st be installed as
part of an 0% sobware
update

® Tho app isused lor
blocking sizlen phanes,
eruuriag IME] oo device s
Ernsite, reporting scam calls

wentify SIM cards reges
tered in thewr mame, and
remotely deable phooes if
they are stolen. It is much
like the Telecom Regulaso:
1y Authority of Inda's
{TRALI DND app, the com
mercal spam equivalent,

2.48 lakh complaints
The government has pro
mosed the app, with 2.48
Lakh complaints recesved
so far on the platform, ac
cording to 2 dashboard on
the ste. Almast 29 croce
requests 10 see mobile con
nections asscciated with a
certan user have been
made, the site says.
oofed) Tampered
5 in tedecom neawork

= Gowt. 5ays 50,000 lost
phones i recowened por
manth due 1o the app
® he meve may
face resistance from
presium smanphone
rrudonr Apple, which
has resisted similar
moves by TRA in the pest
= The order comes aber the
Dol directsd messaging pls-
forms fo perform SN binging’

leads to situation where
same IMEI 15 working in
diferent devices at diffe
rent places simultaneocsly
and pose challenges in ac
ton against such IMELs”
the Do saad.

*India has a big second
hand mobde device mar
kee. “Cases have akso been
observed where stoken or
Mack&sted devsces are be
ing re-sold. It makes the
parchaser abettor in crime
and causes mancaal Joss to
them. The blocked black
listedd  IMEEs can  be
checked uwsng  Sanchar
Saathi App” In a Google
Play ksting for the app, the
DoT declared that the app
does not callect any user

data. In 2 separate state-
ment, the Do¥ also defend
ed its order 0 messaging
platforms

The "DoT's SIM-bonding
darectxoms are essential 1o
plug a concrete security
gap that cybercraminals
are exploing to run large
scale, often crass-border,
dyutal frands” the DoT
sand.

“Accounts oo mstant
messagng and callng apps
continue to work even af
ter the assocated SIM is re
maoved, deactnated o
maved abroad. enabling
ANCOYIMOUS SCAMS, remote
~digital arrest” frauds and
gOvernme nt - impersona
pon calls using Indian
numbers.”

Some smartphone mak
ers have resisted govern
ment mandates to pre-m
stal apps  around  the
warkl. Apple, for instance,
resiste] the TRAl's draft
regulations to install a
spam-reposting app, after
the firm balked at the TRAL
APP's PETMISRONS reguare-
ments, which included ac

5 messages and
calll logs.
Sanchar Saatht helped
recoves 50,000 lost or st
len devices m October, the
Do¥ sad
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« Challenges to internal security through
communication networks, role of
media and social networking sites in
internal security challenges, basics
of cyber security; money-
laundering and its prevention.
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Sanchar Saathi Rules in India: Strengthening
Telecom Security and Citizen Protection

Sanchar,Saathi
ez )€

The Department of Telecommunications (DoT) DEPARTMENT OF

has intensified efforts to curb digital fraud, TELECOMMUNICATIONS
identity misuse, and mobile theft by mandating Objective: citizen centric platform to fight cyber
the pre-installation of the Sanchar Saathi app fraud, enabling citizens to report suspicious calls
on all smartphones sold from March 2026. This & messages. =)

move marks a major step in India’s push toward < :
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telecom security and user protection. A ST <o W@
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What is Sanchar Saathi?

Launched as a portal in 2023, Sanchar Saathi is a
citizen-centric digital platform designed to:

Identify SIM cards issued in a user’s name
Report scam calls and suspicious telecom activity

Verify IMEI authenticity
Block or track lost/stolen devices

By October 2024, the app had helped recover over
50,000 mobile devices, demonstrating its utility.

It contains various modules such as:-

L

» Chakshu-Report Suspected
Fraud Communication

» TAFCOP-Know mobile
connections taken in your
name

w» CEIR-Block Your
L.ost/Stolen Mobile

©




Key Features of the New Rules

1. Mandatory Pre-Installation on New Devices

Smartphone manufacturers must:

« Pre-install the Sanchar Saathi app from March 2026

« Ensure its functions cannot be disabled or restricted

« Support verification of IMEI numbers to prevent tampering and misuse

This rule aims to ensure every new smartphone user has access to telecom safety tools by default.

2. IMEI Authentication and Fraud Prevention

The DoT highlighted concerns about:

« Spoofed or tampered IMEIs, which enable the same IMEI to operate on multiple devices
 Resale of stolen or blacklisted phones, especially in India’s large second-hand device market.

Sanchar Saathi allows users to check whether a device is blocked or blacklisted, preventing
accidental involvement in illegal activities.




3.Addressing Digital Frauds and SIM-Based
Vulnerabilities

The DoT’s SIM-binding rules aim to curb:

« Digital arrest scams

« Government impersonation calls

« Anonymous calls using SIMs operated from abroad

Fraudsters often continue using messaging or calling
apps even after removing or deactivating the original
SIM. The new rules directly target this loophole.

« Govt says pre-installing Sanchar Saathl

aims to curb fake/duplicate handsets
and prevent cyber lrauds

« DoV issued directions on 28 Nov under

the Telacom Cyber Secunty Act

« Congress calls the mendaote

unconstitutional, calling it a “dystopian
tool® that threatens privacy

+ KC Venugopal says a compulsory,

nen-removable govt app vickates the
Right to Privacy under Article 2)
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